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Abstract. The paper presents a novel video watermarking scheme
called Mapping Energy video Watermarking (MEW) for copyright pro-
tection. The watermark is embedded in the compressed domain and ex-
tracted directly from the bitstream without original video. In the pro-
posed scheme, we select a part of Integer DCT quantized coefficients to
construct the embedded space and embed the watermark into it by using
Energy Mapping Function (EMF). During the process of embedding, re-
synchronization strategy and watermarking coding are used to guarantee
the robustness of watermarking. The experimental results indicate that
the scheme has strong robustness to the attacks such as re-encoding,
frame dropping, frame rate changing and sharpening. The influence of
the coding efficiency is almost unnoticeable. Besides, high watermark
payload and low time complexity are advantages of the scheme.

1 Introduction

With the development of computer network, copyright protection of digital
products like video and audio has become a hot research topic. Video water-
marking is an efficient technology to protect the copyrights of digital video.
Many watermarking schemes based on spatial domain [1–2] and frequency
domain [3–4] have been developed and can be used both in image and video.
Compared with image watermark, video watermarking schemes should have
their own characteristics such as the robustness to compression and the frame
operations (dropping, re-encoding, shifting etc). Video is always disseminated
as a compressed format, so a video watermarking scheme performed in the
compressed domain is necessary. Hartung [5] proposed a typical scheme in the
compressed domain. They arranged a spread-spectrum watermark with the same
size as one frame and divided it into 8*8 blocks. Each block is transformed by
DCT and added into the corresponding video DCT block. Cross [6] proposed the
watermark was embedded in VLC of I-frame with the proper payload. Besides,
the watermarking schemes performed in the compressed domain include those
embedded in the residual of motion vectors [7–8] and in the facial parameters of
MPEG-4 bitsteam [9]. These video watermarking schemes can gain low compu-
tational complexity or improve the robustness to the compression, but they are
not resistant to such attacks as re-encoding and frame dropping. Lagendijk [10]

K. Aizawa, Y. Nakamura, and S. Satoh (Eds.): PCM 2004, LNCS 3333, pp. 433–440, 2004.
c© Springer-Verlag Berlin Heidelberg 2004

Verwendete Distiller 5.0.x Joboptions
Dieser Report wurde automatisch mit Hilfe der Adobe Acrobat Distiller Erweiterung "Distiller Secrets v1.0.5" der IMPRESSED GmbH erstellt.Sie koennen diese Startup-Datei für die Distiller Versionen 4.0.5 und 5.0.x kostenlos unter http://www.impressed.de herunterladen.ALLGEMEIN ----------------------------------------Dateioptionen:     Kompatibilität: PDF 1.3     Für schnelle Web-Anzeige optimieren: Nein     Piktogramme einbetten: Nein     Seiten automatisch drehen: Nein     Seiten von: 1     Seiten bis: Alle Seiten     Bund: Links     Auflösung: [ 2400 2400 ] dpi     Papierformat: [ 595 842 ] PunktKOMPRIMIERUNG ----------------------------------------Farbbilder:     Downsampling: Ja     Berechnungsmethode: Bikubische Neuberechnung     Downsample-Auflösung: 300 dpi     Downsampling für Bilder über: 450 dpi     Komprimieren: Ja     Automatische Bestimmung der Komprimierungsart: Ja     JPEG-Qualität: Maximal     Bitanzahl pro Pixel: Wie Original BitGraustufenbilder:     Downsampling: Ja     Berechnungsmethode: Bikubische Neuberechnung     Downsample-Auflösung: 300 dpi     Downsampling für Bilder über: 450 dpi     Komprimieren: Ja     Automatische Bestimmung der Komprimierungsart: Ja     JPEG-Qualität: Maximal     Bitanzahl pro Pixel: Wie Original BitSchwarzweiß-Bilder:     Downsampling: Ja     Berechnungsmethode: Bikubische Neuberechnung     Downsample-Auflösung: 2400 dpi     Downsampling für Bilder über: 24000 dpi     Komprimieren: Ja     Komprimierungsart: CCITT     CCITT-Gruppe: 4     Graustufen glätten: Nein     Text und Vektorgrafiken komprimieren: JaSCHRIFTEN ----------------------------------------     Alle Schriften einbetten: Ja     Untergruppen aller eingebetteten Schriften: Nein     Wenn Einbetten fehlschlägt: Warnen und weiterEinbetten:     Immer einbetten: [ /Courier-BoldOblique /Helvetica-BoldOblique /Courier /Helvetica-Bold /Times-Bold /Courier-Bold /Helvetica /Times-BoldItalic /Times-Roman /ZapfDingbats /Times-Italic /Helvetica-Oblique /Courier-Oblique /Symbol ]     Nie einbetten: [ ]FARBE(N) ----------------------------------------Farbmanagement:     Farbumrechnungsmethode: Farbe nicht ändern     Methode: StandardGeräteabhängige Daten:     Einstellungen für Überdrucken beibehalten: Ja     Unterfarbreduktion und Schwarzaufbau beibehalten: Ja     Transferfunktionen: Anwenden     Rastereinstellungen beibehalten: JaERWEITERT ----------------------------------------Optionen:     Prolog/Epilog verwenden: Ja     PostScript-Datei darf Einstellungen überschreiben: Ja     Level 2 copypage-Semantik beibehalten: Ja     Portable Job Ticket in PDF-Datei speichern: Nein     Illustrator-Überdruckmodus: Ja     Farbverläufe zu weichen Nuancen konvertieren: Ja     ASCII-Format: NeinDocument Structuring Conventions (DSC):     DSC-Kommentare verarbeiten: Ja     DSC-Warnungen protokollieren: Nein     Für EPS-Dateien Seitengröße ändern und Grafiken zentrieren: Ja     EPS-Info von DSC beibehalten: Ja     OPI-Kommentare beibehalten: Nein     Dokumentinfo von DSC beibehalten: JaANDERE ----------------------------------------     Distiller-Kern Version: 5000     ZIP-Komprimierung verwenden: Ja     Optimierungen deaktivieren: Nein     Bildspeicher: 524288 Byte     Farbbilder glätten: Nein     Graustufenbilder glätten: Nein     Bilder (< 257 Farben) in indizierten Farbraum konvertieren: Ja     sRGB ICC-Profil: sRGB IEC61966-2.1ENDE DES REPORTS ----------------------------------------IMPRESSED GmbHBahrenfelder Chaussee 4922761 Hamburg, GermanyTel. +49 40 897189-0Fax +49 40 897189-71Email: info@impressed.deWeb: www.impressed.de

Adobe Acrobat Distiller 5.0.x Joboption Datei
<<     /ColorSettingsFile ()     /AntiAliasMonoImages false     /CannotEmbedFontPolicy /Warning     /ParseDSCComments true     /DoThumbnails false     /CompressPages true     /CalRGBProfile (sRGB IEC61966-2.1)     /MaxSubsetPct 100     /EncodeColorImages true     /GrayImageFilter /DCTEncode     /Optimize false     /ParseDSCCommentsForDocInfo true     /EmitDSCWarnings false     /CalGrayProfile ()     /NeverEmbed [ ]     /GrayImageDownsampleThreshold 1.5     /UsePrologue true     /GrayImageDict << /QFactor 0.9 /Blend 1 /HSamples [ 2 1 1 2 ] /VSamples [ 2 1 1 2 ] >>     /AutoFilterColorImages true     /sRGBProfile (sRGB IEC61966-2.1)     /ColorImageDepth -1     /PreserveOverprintSettings true     /AutoRotatePages /None     /UCRandBGInfo /Preserve     /EmbedAllFonts true     /CompatibilityLevel 1.3     /StartPage 1     /AntiAliasColorImages false     /CreateJobTicket false     /ConvertImagesToIndexed true     /ColorImageDownsampleType /Bicubic     /ColorImageDownsampleThreshold 1.5     /MonoImageDownsampleType /Bicubic     /DetectBlends true     /GrayImageDownsampleType /Bicubic     /PreserveEPSInfo true     /GrayACSImageDict << /VSamples [ 1 1 1 1 ] /QFactor 0.15 /Blend 1 /HSamples [ 1 1 1 1 ] /ColorTransform 1 >>     /ColorACSImageDict << /VSamples [ 1 1 1 1 ] /QFactor 0.15 /Blend 1 /HSamples [ 1 1 1 1 ] /ColorTransform 1 >>     /PreserveCopyPage true     /EncodeMonoImages true     /ColorConversionStrategy /LeaveColorUnchanged     /PreserveOPIComments false     /AntiAliasGrayImages false     /GrayImageDepth -1     /ColorImageResolution 300     /EndPage -1     /AutoPositionEPSFiles true     /MonoImageDepth -1     /TransferFunctionInfo /Apply     /EncodeGrayImages true     /DownsampleGrayImages true     /DownsampleMonoImages true     /DownsampleColorImages true     /MonoImageDownsampleThreshold 10.0     /MonoImageDict << /K -1 >>     /Binding /Left     /CalCMYKProfile (U.S. Web Coated (SWOP) v2)     /MonoImageResolution 2400     /AutoFilterGrayImages true     /AlwaysEmbed [ /Courier-BoldOblique /Helvetica-BoldOblique /Courier /Helvetica-Bold /Times-Bold /Courier-Bold /Helvetica /Times-BoldItalic /Times-Roman /ZapfDingbats /Times-Italic /Helvetica-Oblique /Courier-Oblique /Symbol ]     /ImageMemory 524288     /SubsetFonts false     /DefaultRenderingIntent /Default     /OPM 1     /MonoImageFilter /CCITTFaxEncode     /GrayImageResolution 300     /ColorImageFilter /DCTEncode     /PreserveHalftoneInfo true     /ColorImageDict << /QFactor 0.9 /Blend 1 /HSamples [ 2 1 1 2 ] /VSamples [ 2 1 1 2 ] >>     /ASCII85EncodePages false     /LockDistillerParams false>> setdistillerparams<<     /PageSize [ 595.276 841.890 ]     /HWResolution [ 2400 2400 ]>> setpagedevice



434 L. Wang et al.

has developed an algorithm called Extended Differential Energy Watermarking
(XDEW), in which the watermark was embedded in both I-frames and P-frames.
The algorithm is performed in the low bit-rate environment and has good
performance on the robustness to re-encoding. But it is complicated from a
computational standpoint. This paper proposes a novel video watermarking
called adaptive Mapping Energy Watermarking (MEW) performed in the stan-
dard H.264 (JM 6.2) bitstream. We define the media data space is constructed
by the quantized Integer DCT coefficients and the embedded space is a part
of it. Every coefficient in the embedded space corresponds to one watermark
bit and the value of the coefficient represents the energy of the watermark bit.
This character of watermarking scheme gains it good performance on coding
efficiency and watermark payload. The rest of this paper is organized as follows.
In Section 2, MEW algorithm is explained in detail. In Section 3, the robustness
of watermarking is analyzed and the experimental results are presented. Finally
we present the conclusion of our experiments in Section 5.

2 MEW Algorithm

Video is a kind of media with a large data space and exits as a compressed format,
so a video watermarking scheme in the compression domain is necessary. Figure 1
shows the diagram of our watermarking system based on the video encoder. From
Figure 1, watermark and raw video are input as the original information and the
watermarked compressed video and key (the quantized step is used to generate
the key which guarantees the robustness to re-encoding at different bit rate) are
output after embedding process; original watermark, watermarked video and
the key are required during extracting process and the extracted watermark and
detection value are output after extracting process.
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Fig. 1. The Diagram of Watermarking System

2.1 The Embedding Process

The embedding procedure is summarized as follows:
1. For a luma block, M Integer DCT quantized AC coefficients before a cut

off point (cut off) in zig zag scanning order in a fixed scope (a ≤ abs(x) ≤ b) to
construct the embedded space. If there are not as many as M coefficients that
can be selected, this block would not be embedded.
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2. The watermark can be any useful information, and in our experiments it is
a random sequence of 1s and –1s generated by a key. Corresponding to Mselected
coefficients, the watermark sequence is divided into several Groups of Watermark
bits (GOW) with the size of M . Every selected coefficient corresponds to one
watermark bit and we use Energy Mapping Function (formula 1) to embed the
watermark.

f(x) =






x a ≤ abs(x) ≤ c , w = 1
−c c + 1 ≤ x ≤ b , w = 1
c −b ≤ x ≤ −(c + 1) , w = 1
x c + 1 ≤ abs(x) ≤ b , w = −1
c −c ≤ x ≤ −a , w = −1
c c ≤ x ≤ b , w = −1

(1)

Where x is the value of one coefficient, w is one watermark bit, a and b are
the bounds of embedded space and c is the partition point (in our experiments,
a, b and c are 2,3 and 2).

3. The same GOW is embedded in the 4 luma blocks of one MB to improve
the robustness of watermarking if the blocks can be embedded.

2.2 The Extracting Process

In contrast with the embedding process, we use the following procedure to extract
watermark bits.

1. In one luma block, M coefficients (a ≤ abs(x) ≤ b) before a cut off point are
selected. If there are not as many as M coefficients, the block isn’t watermarked.

2. The energy of one watermark bit is calculated by adding all the corre-
sponding de-quantized values that represent it as the formula 2 and 3.

3. The watermark bit can be obtained according to the sign of the energy as
formula(4).

Ei =
∑

(Esign(abs(de quant(x)))) (2)

Esign =
{−, c + 1 ≤ abs(x) ≤ b

+, a ≤ abs(x) ≤ c
(3)

Esign =
{

1, Ek > 0
−1, Ek ≤ 0 (4)

In the formula 2, de quant(x) represents the de-quantized value of coefficient
x, Esign(x) represents the sign of x according to its absolute value, Ek represents
the energy value corresponding to the Kth watermark bit and Wkrepresents the
Kth watermark bit.

As the formulas show, the embedding energy is enlarged to guarantee extract-
ing watermark bits exactly because the sign of energy will retain unmodified even
though some of coefficients value exceed its original scope during re-encoding.
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3 Experimental Results

We test the performance of MEW in terms of watermark capacity, robustness
and visual quality. We use H.264 bitstream coded at 30 fps, and the spatial reso-
lution of the video sequences in our experiments is 176×144 pixels (QCIF). The
watermark used in the experiments is a random sequence of 1s or –1s generated
by a key.

3.1 Watermark Payload and Visual Quality

We compare the video quality with and without watermarking as Table 1. 1.
Asnry, Asnru and Asnrv are the average of PSNR of three chroma components,
which weigh the visual quality of the compressed video. 2. Embedded bits are the
amount of watermark bits embedded in the video, which weighs the watermark
payload. 3. BIR is Bit Increased Rate that weighs the increased amount after
watermarked.

Table 1. The experiments results of 4 standard test sequences 300 frames, 30fps,
cut off = 35, M = 8

  

Foreman_qcif  News_qcif Silent_qcif Akiyo_cif    sequence 

parameters original Wm(1:1) Original Wm(1:1) Original Wm(1:1) Original Wm(1:1)

 Asnry(db) 38.79 38.77 40.19 40.14 39.30 39.24 41.72 41.71 

 Asnru(db) 42.23 42.23 42.99 42.97 42.15 42.13 43.54 43.51 

 Asnrv(db) 43.95 43.94 43.62 43.63 42.97 42.93 44.56 44.58 

Totalbits(bits) 3261856 3277552 1751176 1764440 1833064 1841386 726968 736928 

Bit rate(kbps) 328.37 329.95 176.29 177.63 184.54 185.37 73.18 74.19 

Total time(s) 218.408 227.689 193.778 209.255 208.983 207.750 191.128 198.176 

Embedded_bits  2928  3176  2296  1736 

BIR (%)  0.48116  0.76011  4.476  1.380 

WBR(bps)  294.76  319.73  231.1  174.77 

 

BIR =
watermarked BR − original BR

original BR
× 100% (5)

Where watermarked BRdenotes the Bit Rate with watermark and
original BRdenotes the Bit Rate without watermark. This parameter weighs
the effect of compression efficiency caused by watermarking.

4.WBR denotes the Watermark Bit Rate, which weighs the watermark pay-
load.

WBR =
watermarked BR × Embedded Bits

total bits
× 100% (6)

Where total bits is the bits of watermarked video.
From Table 1, the coding efficiency of H.264 is very high and the degrada-

tion caused by watermarking is almost unnoticeable (the modification of PSNR
and BIR are very small compared with encoding without watermarking). BIR
is limited in 0.05 percent and WBR can get the largest payload of 300 bps
(news, BR=177.63kbps). WBR can be large if the parameters are set properly.
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Compared with XDEW algorithm, MEW has better visual quality and higher
watermark payload. The following figures show PSNR and BIR curves. In fact,
there is no law from the curves and the effect of PSNR and BIR is different with
different video. But as a whole, PSNR is high and BIR is low.
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Fig. 2. PSNR of watermarked “Claire.yuv” video
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Fig. 3. PSNR at different WBR News.yuv
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 Fig. 4. BIR at different WBR foreman.yuv

3.2 The Robustness of Watermarking

As the experimental results prove, some non-watermarked MBs are included and
some embedded MBs are discarded during embedding when the watermarked
video is attacked by sharpening, frame dropping, re-encoding etc. When this
scenario occurs, the synchronization between embedding and extracting is de-
stroyed. We use re-synchronization strategy and watermark coding to guarantee
the synchronization.
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3.2.1 Re-synchronization Strategy
Re-synchronization strategy includes re-embedding and optimal retrieving
strategies.

1. Re-embedding strategy:
As the description of embedding procedure, we embed a GOW in a luma

block. For the continuous P MBs, we embed the same GOW in every luma
block of them and these P MBs construct a Group of Embedded MBs (GEMB).
When one MB is destroyed, GOW still can be extracted from other MBs in the
same GEMB.

2. Optimal retrieving strategy:
We define a parameter as Dependable GOW (Dep GOW ) initiated by the

correct GOW. For every Current extracted GOW (Curr GOW ), the Similar
Rate between Dep GOW and Curr GOW is calculated as formula 7. If SR is
no less than T, the current MB with the extracted GOW belongs to the current
GEMB and Dep GOW is updated as formula 8; otherwise, the following Skipped
Number (Max SN) GOWs are extracted and compared each other, then the most
similar two of Max SN GOWs are found and the corresponding MBs belong to
the next GEMB.

SR = (Dissimilar num) + Len(wm) =
{≥ T, , Same

< T, , Different
(7)

Where Dissimilar num denotes the number of different bits in the two GOWs
and len(wm)denotes the length of one GOW (M). In our experiments, we set T
as 0.75 to obtain good performance.

Dep GOW = Dep GOW + Curr GOW (8)

Where Dep GOWdenotes the dependable GOW, Curr GOWdenotes the cur-
rent extracted GOW.

From the process described above, SR is the criterion of segmenting GEMBs.

3.2.2 Watermark Coding
When the watermarked video is attacked, the embedded space will be changed.
We encode the watermark with Reed-Solomon coding due to its strong ability
of correction. In our experiments, we set parameters of Reed-Solomon coding
to correct at most 2 bits when 3 original bits are coded. Strong robustness can
be obtained by sacrificing high watermark payload since the coded watermark
bitstream is much larger than original watermark bitstream.

3.2.3 Experimental Results
In table 2, ABER denotes the Bit Error Rate after re-encoding which weighs the
robustness of re-encoding (formula 9).

ABER =
Error bits

Embedded bits
× 100% (9)

Where Error bits denotes the number of error extracted watermark bits.
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Table 2. The experimental results with R-S code for the 4 standard test video se-
quences at the fixed parameters MaxSN = 2, = 4(176 ∗ 144 pixels, 30fps, 66 frames)

 

Foreman_qcif  News_qcif Silent_qcif Akiyo_cif    sequence 

parameters original W m(1:1) Original W m(1:1) Original W m(1:1) Original W m(1:1)

 Asnry(db) 38.76 38.72 40.11 40.04 39.28 39.22 41.60 41.55 

 Asnru(db) 42.10 42.08 42.60 42.60 42.01 42.02 43.39 43.39 

 Asnrv(db) 43.85 43.86 43.41 43.41 42.93 42.91 44.46 44.44 

Totalbits(bits) 596504 597880 356704 358336 400488 403536 174592 176336 

Bit rate(kbps) 279.61 280.26 167.21 167.97 187.71 189.16 81.84 82.66 

Total time(s) 181.312 185.579 164.456 179.369 165.766 175.925 154.373 176.854 

Embedded_bits  12  15  12  2 

BIR (% )  0.232  0.4545  0.7724  1.002 

ABER (% )  46.67  51.136  35.577  62.5 

ABER w ith RS 

coding ( % ) 

 0  0  0  0 

W BR(bps)  5.625  7.0312  5.625  2.16 

 

From Table 2, the effect of the performance of encoding efficiency caused
by watermarking is very small compared with original encoding efficiency and
the robustness to re-encoding with RS coding is very strong (ABER without
RS coding is much larger than that with RS coding). From the point, Reed-
Solomon code is very optimal to correct most error bits and it can gain the
optimal performance if P is selected properly.

When the watermarked video is attacked, the synchronization between the
embedding and extracting will be destroyed. Moreover, the effect of synchroniza-
tion is different with different attacks.

Figure 5 shows BER curves at the attacks of re-encoding, frame rate chang-
ing, frame dropping and sharpening (original video is compressed at the quan-
tized step of 27; re27 means the video is re-compressed at 27 and re10 means
it is re-compressed at 10; frame dropping and sharpening mean the video is de-
compressed first, then an arbitrary frame is dropped and all the I frames are
sharpened, finally re-compressed at 27).
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Fig. 5. BER at the attacks of sharpening, frame dropping and re-encoding News.yuv

Where non watermark curve represents the BER of video without watermark.
From the figure 5, BER is limited in 20 when the video is re-compressed at
quantized step of 27 and 10. BER is oppositely large at first frames in dropping
and sharpening curves, but it is decreased when I frames are increased.
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4 Conclusion

This paper presents a novel blind video watermarking algorithm MEW. MEW al-
gorithm includes re-embedding, optimal retrieving and watermark coding. These
strategies are used to guarantee the encoding efficiency and the robustness of wa-
termarking. As the experimental results prove, the performance of MEW is very
excellent. MEW algorithm has such advantages as low time complexity, large
watermark payload and strong robustness to re-encoding. We only use MEW
to embed the watermark in I frames, in fact, P or B frames can also be used
to embed more watermark bits or improve the robustness of watermarking. We
use H.264 compression standard to test our algorithm and it can be extended to
other standards as MPEG-2, MPEG-4 etc.
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